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ABSTRACT
A Mobile Ad-hoc NETwork (MANET) is an
autonomous collection of mobile users that communicate
over relatively bandwidth constrained wireless links. One
of the main issues in such networks is performance- in a
dynamically changing topology; the nodes are expected to
be power-aware due to the bandwidth constrained network.
Another issue in such networks is security - since every
node participates in the operation of the network equally,
malicious nodes are difficult to detect. There are several
applications of mobile ad hoc networks such as disaster
recovery operations, battle field communications, etc. To
study these issues, a scenario based simulation analysis of a
secure routing protocol is done and is compared with
traditional non-secure routing protocols. The scenarios
used for the experiments depict critical real-world
applications such as battlefield and rescue operations,
which tend to have contradicting needs. An analysis of the
tradeoffs between performance and security is done to gain
an insight into the applicability of the routing protocols
under consideration.

Keywords -- MANET, Battle field, ad hoc networks,
tradeoffs.

I.

INTRODUCTION

Over the past decade, there has been a growing
interest in wireless networks, as the cost of mobile
devices such as PDAs, laptops, cellular phones, etc have
reduced drastically. The latest trend in wireless networks
is towards pervasive and ubiquitous computing - catering
to both nomadic and fixed users, anytime and anywhere.
Several standards for wireless networks have emerged in
order to address the needs of both industrial and
individual users. One of the most prevalent forms of
wireless networks in use today is the Wireless Local
Area Network (WLAN). In such a network, a set of
mobile nodes are connected to a fixed wired backbone.
WLANs have a short range and are usually deployed in
places such universities, companies, cafeterias, etc.
However, there is still a need for communication in
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several scenarios of deployment where it is not feasible
to deploy fixed wireless access points due to physical
constraints of the medium. For example, consider
communication amongst soldiers in a battlefield,
involving troops spread out over a large area. In this
case, it is not only feasible to deploy a fixed wireless
access point, but also risky since an enemy attack would
bring down the whole network. This problem has led to a
growing interest among the research community in
mobile ad hoc networks, wireless networks comprised of
mobile computing devices communicating without any
fixed infrastructure. The rest of this chapter is organized
as follows – initially a classification of wireless networks
in use today is described followed by the background
and origins of ad hoc wireless networks. The general
issues in ad hoc wireless networks are then discussed,
followed by a few interesting applications. The final
section gives an outline of the chapters to follow.
1.1 Mobile Ad hoc and Sensor Networks
Mobile Ad hoc networks or MANETs are the
category of wireless networks which do not require any
fixed infrastructure or base stations. They can be easily
deployed in places where it is difficult to setup any wired
infrastructure.
Thus, each node acts as a router which makes
routing complex when compared to Wireless LANs,
where the central access point acts as the router between
the nodes.
A sensor network is a special category of ad hoc
wireless networks which consists of several sensors
deployed without any fixed infrastructure. The
difference between sensor networks and ordinary ad hoc
wireless is that the sensor nodes may not be necessarily
mobile. Further, the number of nodes is much higher
than in ordinary ad hoc networks. The nodes have more
stringent power requirements since they operate in harsh
environmental conditions. An example of a sensor
network is a set of nodes monitoring the temperature of
boilers in a thermal plant. Other application domains
include military, homeland security and medical care.
1.2 General Issues in Mobile Ad hoc Networks
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In a mobile ad hoc network, all the nodes cooperate amongst each other to forward the packets in the
network and hence, each node is effectively a router.
Thus one of the most important issues is routing. This
thesis focuses mainly on routing issues in ad hoc
networks. In this section, some of the other issues in ad
hoc networks are described.
(a) Distributed network: A MANET can be considered
as a distributed wireless network without any fixed
infrastructure. By distributed, it is meant that there is no
centralized server to maintain the state of the clients,
similar to peer-to-peer (P2P) networks.
(b) Dynamic topology: The nodes are mobile and hence
the network is self-organizing. Due to this, the topology
of the network keeps changing with time. Hence the
routing protocols designed for such networks must also
be adaptive to the changes in the topology.
(c) Power awareness: Since the nodes in an ad hoc
network typically run on batteries and deployed in
hostile terrains, they have stringent power requirements.
This implies that the underlying protocols must be
designed to conserve battery life, or in other words, they
must be power aware.
(d) Addressing scheme: The network topology keeps
changing dynamically and hence the addressing scheme
used is quite significant. A dynamic network topology
entails a ubiquitous addressing scheme, which avoids
any duplicate addresses. Mobile IP is currently being
used in cellular networks where a base station handles all
the node addressing. However, such a scheme doesn’t
apply to ad hoc networks due to their decentralized
nature.
(e) Network size: Commercial applications of ad hoc
networks such as data sharing in conference halls,
meetings, etc. are an attractive feature of ad hoc
networks. However, the delay involved in the underlying
protocols places a strict upper bound on the size of the
network.
(f) Security: Security in an ad hoc network is of prime
importance in scenarios of deployment such as
battlefield. The three goals of security - confidentiality,

integrity and authenticity are very difficult to achieve
since every node in the network participates equally in
the network.

II.

ROUTING IN MANETS

Unlike wired networks, routing in MANETs
poses unique challenges. Designers of routing protocols
for MANETs need to address several issues. In this
chapter these issues are identified and the routing
protocols available for MANETs are classified. Then
working principle of a few protocols such as DSDV,
DSR, AODV, etc. are explained. Their pros and cons are
also identified. This chapter concludes with a summary
of routing in MANETs.
2.1 Design Issues
The following design issues must be
considered before designing a routing protocol for
MANETs [1](a) Dynamic Topology: In a MANET, the network
topology keeps changing with time due to the movement
of the nodes, and hence the links between the nodes
suffers frequent breaks. Thus the ordinary routing
protocols for wired networks are not efficient since they
are designed for static networks.
(b) Bandwidth constraint: The nodes in the network
have a relatively low bandwidth when compared to
traditional wired networks. This is an important issue to
consider when designing routing protocols for MANETs
since the utilization of bandwidth by the routing protocol
in the network must be minimized.
(c) Error prone broadcast channel: The nodes in the
MANET broadcast the information to all the neighboring
nodes on the wireless channel. The channel itself is
prone to several errors such as attenuation, multi-path
fading, etc. Thus the routing protocol itself must be
designed taking into consideration these issues.
(d) Hidden and exposed terminal Problems: The hidden
terminal problem is shown in Figure 2.1.
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A transmits data to B but C doesn’t hear it

C transmits to B - Collision

Figure 2.1: The Hidden Terminal Problem
This problem occurs in networks using
contention based protocols such as ALOHA, CSMA/CD,
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etc. When two nodes which are out of range of each
other send data frames to a node which is within their
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respective radio ranges, a collision of data frames occurs.
As shown in Figure.2.1, when both nodes A and C
transmit data frames to node B a collision occurs. This
problem can be resolved by using a mechanism called
RTS/CTS handshake [2].
The exposed node problem is shown in
Figure.2.2. An exposed node is one which is in the range

B

A

of the transmitter, but out of the range of the receiver. In
Figure.2.2, when node C is transmitting to node D, B
overhears this and is blocked. Now if node B wants to
transmit to node A, it cannot do so.

C

D

Figure 2.2: The Exposed Terminal Problem
This results in wasted bandwidth. The hidden
and exposed terminal problems occur at the MAC layer
and prevent successful transmission of data packets.
This, in turn also affects the design of the routing
protocol. In order to prevent this, the routing protocol
must reduce the number of broadcast packets to
minimize collisions.
(e) Resource limitations: As discussed in chapter 1,
MANETs consist of nodes such as PDA, laptops, etc.
which have stringent power requirements. Further, some
of these devices have limited processing power. Thus the
routing protocols must be efficient in terms of power
conservation.
(f) QoS limitations: For applications such as multimedia,
QoS guarantees must be provided by the routing
protocol. However, such guarantees come at the cost of
higher latency and poor performance since multimedia
applications require higher bandwidth and traffic rates.
Security: Due to on open environment where MANETs
are typically deployed, the routing protocols are prone to
several attacks. Further, there is also the issue of secure
key distribution.

III.

SECURITY IN MANETS

MANETs have certain unique characteristics
that make them vulnerable to several types of attacks.
Since they are deployed an open environment where all
nodes co-operate in forwarding the packets in the
network, malicious nodes are difficult to detect. Hence,
it is quite difficult to design a secure protocol when
compared to wired or infrastructure-based wireless
networks. This section discusses some of the issues and
challenges that a designer of secure protocols faces.
These issues are analyzed with respect to the primary
goals of a secure protocol – confidentiality, integrity and
availability, authenticity and non-repudiation. The
attacks and threats allowed by existing MANET routing
protocols are then discussed. The working of a few
secure routing protocols which address these threats such
as SEAD, ARIADNE, ARAN and SRP is then
described. The next section discusses another important
issue in MANETs- certificate-based authentication. It
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surveys some mechanisms proposed and analyzes the
requirements
for
effective
certificate-based
authentication in MANETs.
3.1 Secure Routing in MANETs
This thesis primarily focuses on the security
issues from a network layer perspective. As discussed in
chapter 2, several routing protocols for MANETs exist
though none of them address the most important issue,
namely, security. In order to study the attacks and
threats, and to devise a protocol which addresses them,
an understanding of the operating environment is
needed.
The environment can be a managed
environment, where a common trusted authority exists
such as a RADIUS server or it can be an open
environment where there is no a priori trust relationship
between the nodes. For example in a battlefield, the
nodes have a common trust authority which executes the
key management functions. MANETs typically fall in to
the open environment type since the nodes are mobile
and they establish a connection dynamically. Another
possible type of environment is the managed-open
environment, where the nodes have already established
some security infrastructure. This acts as a starting point
for establishing the trust relationship between nodes.
Several certificate based authentication mechanisms to
be discussed in section 3.4 assume such an environment.
Furthermore, the environment can be managed-hostile,
which depicts scenarios such as military networks, where
security is of prime importance.
3.1.1 Attacks and Exploits on the Existing Routing
Protocols
The attacks on routing protocols can generally
be classified as routing disruption attacks (attacker tries
to disrupt the routing mechanism by routing packets in
wrong paths) and resource consumption attacks (some
non-cooperative or selfish nodes may try to inject false
packets in order to consume network bandwidth). Both
these attacks are examples of Denial of Service (DoS)
attacks. Figure 3.2 depicts a broader the classification of
the possible attacks in MANETs.
3.2.2 Secure and Efficient Ad hoc Distance vector
(SEAD) routing protocol
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The Secure and Efficient Ad hoc Distance
vector routing protocol (SEAD) [16] is based upon the
DSDV-SQ routing protocol (which is a modified version
of DSDV routing protocol). It uses efficient one-way
hash functions to authenticate the lower bound of the
distance metric and sequence number in the routing
table. More specifically, for authenticating a particular
sequence number and metric, the node generates a

random initial value x Є (0,1) where is the length in
bits of the output of the hash function, and computes the
list of values h0,h1,h2,h3,…,hn, where h0=x , and hi = H(hi1) for 0<i ≤ n , for some n. As an example, given an
authenticated hi value, a node can authenticate hi-3by
computing H (H (H (hi-3))) and verifying that the
resulting value equals hi.

Attacks on MANET routing protocols

Attacks using
modification
·

·
·
·

Redirection by
modified route
sequence numbers
Redirection with
modified hop counts
DoS with modified
source routes
Tunneling

Attacks using
Fabrication

Attacks using
impersonation
·

Forming loops by
spoofing

·

·

Falsifying route
errors in AODV and
DSR
Route cache
poisoning in DSR

Special Attacks

·
·

Worm hole Attack
Black hole attack

Figure 3.2: Classification of attacks on MANET routing protocols

IV.
SIMULATION STUDY OF
PERFORMANCE IN MANETS
4.1 Introduction
Over the past few years there has been a
growing interest in the research community for
simulation study of performance in MANETs since there
is a lack of necessary infrastructure for MANETs to be
deployed in a realistic scenario. A simulation study gives
us an idea of how a protocol performs when it is
practically employed. This approach is similar to the
prototyping model in software engineering realm.
However, the main challenge in the simulation study of
MANETs is the dynamic nature of the network topology
and the physical environment in which the nodes
operate. In order to gain an insight of how a protocol
performs when deployed in a realistic scenario, it is
imperative that the simulation capture the exact nature of
the physical environment and the movement of the nodes
in the network, which might not be possible in all cases.
For example consider a scenario where a set of nodes are
deployed in a rescue operation. Even though the mobility
of the nodes can be captured with certain realistic
mobility models, the node doesn’t capture the exact
physical environment in which the nodes operate, such
as uneven terrains, catastrophic failure of the nodes, etc.

This chapter discusses the simulation study of
performance in MANETs using the network simulator
ns-2 and certain realistic mobility models used to model
the movement of the nodes. It is followed by a step-bystep tutorial for simulation study of MANET routing
protocols using ns-2. A set of experiments conducted to
study the performance of AODV in a battlefield scenario
is then explained.
4.2 The ns-2 network simulator
Ns-2 is an open source discrete event simulator
used by the research community for research in
networking [30]. It has support for both wired and
wireless networks and can simulate several network
protocols such as TCP, UDP, multicast routing, etc.
More recently, support has been added for simulation of
large satellite and ad hoc wireless networks. The ns-2
simulation software was developed at the University of
Berkeley. It is constantly under development by an
active community of researchers. The latest version at
the time of writing this thesis is ns-2 2.28.
The standard ns-2 distribution runs on Linux.
However, a package for running ns-2 on Cygwin (Linux
Emulation for Windows) is available. In this mode, ns-2
runs in the Windows environment on top of Cygwin as
shown in the figure 4.1. The simulations performed
(discussed in following sections) have been run in this
environment.

ns-2 ver. 2.27
Cygwin 4.3.2
WindowsXP
Figure.4.1: ns-2 over Cygwin
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NS-2 provides a split-programming model; the
simulation kernel is implemented using C++, while the
Tcl scripting language is used to express the definition,
configuration and the control of the simulation. This
split-programming approach has proven benefits over
conventional programming methods. Also, NS-2 can
produce a detailed trace file and an animation file for
each ad hoc network simulation that is very convenient
for analyzing the routing behavior.
List of Parameters:
 Type of traffic: CBR or TCP
 Seed: starting number for random number generator
 Nr: number of node
 Nc: maximum number of connection
 Rate: number of packet per second (bit rate)
The output values can be written to a file using
the > directive on the command line. This file can be
used as an input to the Tcl script which is described in a
later section.
(ii)setdest utility: The setdest utility developed at CMU
is used to generate node movements according to the
No. Of
Nodes
50
60
70
80
90
100

Random Waypoint Model [31]. It is available under
~ns/indep-utils/cmu-scen-gen/setdest directory and
consists of setdest{.cc,.h} and Makefile. The utility can
be run with the following arguments./setdest [-n num_of_nodes] [-p pausetime] [-s
maxspeed] [-t simtime] \
[-x maxx] [-y maxy] > [outdir/movement-file]
The outdir/movement file specifies the output
file which can be integrated with the simulation script as
described in the tutorial section.
(iii) Network Animator (nam): The network animator
(nam) is a graphical tool used to visualize the simulation
results graphically and trace the packet flow in a network
as shown below –
4.4.3
Results
i. Effect of varying the number of nodes
The number of nodes was varied from 50 to 100 and the
effect on PDF, NRL and AED was studied. The results
can be found in table 4.3 and figures 4.3, 4.4 and 4.5.

Packet Delivery
Average EndNormalized
Fraction (%)
end delay (sec)
Routing Load
99.91438
0.006738278
0.2570694
100
0.006566893
0.3088803
100
0.013576984
0.42168674
99.95756
0.032688957
0.47558385
99.95761
0.010179137
0.49618322
99.872444
0.010737591
0.553427
Table 4.3: Effect of varying the number of nodes
No. of Nodes Vs PDF
100.05

100

PDF

99.95

99.9

99.85

99.8
50

60

70

80

90

100

No. Of Nodes

Figure 4.3: Effect of varying the number of nodes on the pause time
No. Of Nodes Vs Avg end-end delay

Average end-end delay (sec)

0.035
0.03
0.025
0.02
0.015
0.01
0.005
0
50

60

70

80

90

100

No. Of Nodes

Figure 4.4: Effect of varying the number of nodes on the Average end-end delay
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No. of nodes Vs Normalized routing load
0.6

Normalized routing load

0.5
0.4
0.3
0.2
0.1
0
50

60

70

80

90

100

No. of nodes

Figure 4.5: Effect of varying the number of nodes on the Normalized Routing Load
The blue circles in figures 4.3, 4.4 and 4.5
represent the “optimal points” which corresponds to the
highest PDF, lowest end-to-end delay and the lowest
normalized routing load. It is found that for 60 nodes we
achieve this optimal point.
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