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ABSTRACT
Now a days use of cloud computing is increasing
rapidly. Cloud computing is very important in the data
sharing application. Daily use of cloud is increasing. But the
problem in cloud computing is every day data uploaded on
the cloud, so increasing similar data in cloud. Therefore it can
be reduce the size of similar data in cloud using the data
Deduplication method. These method main aim is that
remove duplicate data from cloud. It can also help to save
storage space and bandwidth. This proposed method is to
remove the duplicate data but in which user have assigned
some privilege according to that duplication check & each
user have their unique token. Cloud Deduplication is achieve
using the hybrid cloud architecture. This proposed method is
more secure and consumes less resources of cloud. Also it
shown that proposed scheme has minimal overhead in
duplicate removal as compared to the normal Deduplication
technique. In this paper Content Level Deduplication as well
as File Level Deduplication of file data is checked over the
cloud..
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I.

INTRODUCTION

Current era is cloud computing era. Now a days
cloud computing has wide range of scope in data sharing.
Cloud computing is provide large amount of virtual
environment hiding the platform and operating systems of
user. Users use the resources for sharing data. But users
have to pay as per the use of resources of cloud. Now
cloud service providers are offering cloud services with
very low cost and also with high reliability. User can
upload the large amount of data on cloud and shared data
to millions of users. A cloud provider is offer different
services such as infrastructure as a service, platform as a
service, etc. Users not need to purchase the resources.
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As the data is get uploaded by the user every day it
is critical task to manage this ever increasing data on the
cloud. Deduplication is best method to make well data
management in the cloud computing. This method is
becoming more attraction for data Deduplication. This
method send the data over the network required small
amount of data. This method have application in data
management and networking. Data duplication is the
technique of reducing the size of data Also it is the best
compression method for the data Deduplication.

II.

LITERATURE SURVEY

There are so many researches have been done to
secure duplication check of data on cloud. The cloud
storage and data Deduplication are two methods present in
existing system. First method of the data Deduplication is
perform as post processing method In this which data is
first store on the storage device and then duplication check
is applied on the data. The use of this method is there is no
need to wait for calculating the hash function and the
speed of storage not get downgrade. The main drawback
with this system is that if storage capacity of the device is
low then the file storage may get full. Some problem of
this the post processing method is not useful at all because
it checks the file after storing it on the cloud server.
Duplication check is the inline duplication check.
It is check when new entries are to be added to the
database the duplication of the file. It will checks for the
block level duplication of the file before adding the new
entry or new data to the database. This method have some
drawback such as each time need to calculate the hash
function which may lead to slower throughput of the
storage device. But the some of the vendors have proof
that data duplication check have same output in the inline
and post processing method.
Duplication check is source duplication check in
which the file duplicate contents are checks for duplication
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after storing it on the cloud server. This method of
Deduplication is source data Deduplication in which data
duplication is done at the side of the source. The file
duplication is check before it get uploaded on the cloud
server. The duplication is checked at the target level in
which file get scanned periodically and hash get generated
for the software can check for the hash value if both value
get new matched with the existing hash value then the new
file not get uploaded on the cloud server only link to that
data is to be provide to the file user. If new file is to be
added to the cloud server and it get match the hash
function of the old file then it only remove the new file and
just provide hard link to the old file resides on the cloud
server.

III.

SYSTEM ANALYSIS

System analysis is the term used to describe the
process of collecting and analyzing facts in respect of
existing operation of the solution of the situation
prevailing so that an effective computerized system may
be designed and implemented of proved feasible. It also
diagnosis the problems and using that information
recommends improvement to the system.
System analysis is the reduction of the entire
system by studying the various operations performed and
the relationship with the system and requirement of its
successor. A system can be defined as an orderly grouping
of independent component linked together according to a
plan to achieve a specific objective.
System analysis may be considered as an
interface between the actual problem and computer. Before
a computer can perform, it is necessary to investigations
are called system analyst. System analysis also embraces
system design which is an activity concerned with the
design of a computerized application based on the facts
disclosed during the analysis stage. The same person who
knows as the system analyst carries out both activities. In
feasibility study in most cases project is being driven by a
problem in the business.

IV.

PROPOSED SYSTEM

In the proposed system we are doing duplication
check in authenticated way. For the file duplication check
proof of ownership is also set at the time of file upload the
proof is added with the file this proof will decide the
access privilege to the file. It is decide who can perform
duplication check of the file. User is need to submit his file
and proof of ownership of the file before sending the
request to for the duplicate check Request to the cloud.
When there is file on the cloud and also privileges of the
user only that time to approved the duplicate check
request.
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V.

CONTENTS

Encryption of files:
These instructions give you guidelines for
preparing papers for IJEMR online JOURNALS. Use this
document as a template. We are using secrete key resides
at the private cloud to encrypt the user data .his key is used
to convert plain text
to cipher text and again for the
decryption of the user data. To
encrypt and decrypt we
have used three basic functions as
follows:
Key GenSE: It is generate the secrete file by
using EncSE (k, M): In this we have generated a cipher
text
security parameter. In this k is the key generation
algorithm. using formulae M is the text message and k is
the secrete key. DecSE (k, C): In this we have to generate
plain text using C is the cipher text and k is the encryption
key.
Confidential encryption:
This ensures a data confidentiality in the
duplication. User
check the Convergent keys from each
data set or original data and encrypt the data copy with the
generated convergent key.User also add the tag for the data
so that the tag will helps toA. Encryption of File We are
using secrete key resides at the private cloud to encrypt the
user data [1]. This key is used to convert plain text
to
cipher text and again for the decryption of the user data.
To
encrypt and decrypt we have used three basic
functions as follows:
Key GenSE: It is generate the secrete file by using security
parameter. In this k is the key generation algorithm.
EncSE (k, M): In this we have generated a cipher text
using formulae M is the text message and k is the
secrete key.
DecSE (k, C): In this we have to generate plain text using
C is the cipher text and k is the encryption key.
MD5 Algorithm:
The MD5 algorithm is a widely used hash
function producing a 128-bit hash value. Although MD5
was initially designed to be used as a cryptographic hash
function, it has been found to suffer from extensive
vulnerabilities. It can still be used as a checksum to verify
data integrity, but only against unintentional corruption.
MD5 processes a variable-length message into a
fixed-length output of 128 bits. The input message is
broken up into chunks of 512-bit blocks (sixteen 32-bit
words); the message is padded so that its length is divisible
by 512. The padding works as follows: first a single bit, 1,
is appended to the end of the message. This is followed by
as many zeros as are required to bring the length of the
message up to 64 bits fewer than a multiple of 512. The
remaining bits are filled up with 64 bits representing the
length of the original message, modulo 264.
The main MD5 algorithm operates on a 128-bit
state, divided into four 32-bit words, denoted A, B, C, and
D. These are initialized to certain fixed constants. The
main algorithm then uses each 512-bit message block in
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turn to modify the state. The processing of a message
block consists of four similar stages, termed rounds; each
round is composed of 16 similar operations based on a
non-linear function F, modular addition, and left rotation.
Figure 1 illustrates one operation within a round. There are
four possible functions F; a different one is used in each
round:
F(B,C,D) = (B AND C) OR (NOT B AND D)
G(B,C,D) = (B AND D) OR (C AND NOT D)
H(B,C,D) = B XOR C XOR DI
(B,C,D) = C XOR (B OR NOT D)
denote the XOR, AND, OR and NOT operations
respectively.

VI.

in the scenario and the sequence of messages exchanged
between the objects needed to carry out the functionality of
the scenario.

DETAILED DESIGN

Use case Diagram:
A use case diagram at its simplest is a
representation of a user's interaction with the system that
shows the relationship between the user and the different
use cases in which the user is involved. A use case
diagram can identify the different types of users of a
system and the different use cases and will often be
accompanied by other types of diagrams as well.

Activity diagram :
Activity diagrams are graphical representations of
workflows of stepwise activities and actions with support
for choice, iteration and concurrency. In the Unified
Modeling Language, activity diagrams are intended to
model both computational and organizational processes
(i.e. workflows). Activity diagrams show the overall flow
of control.

Sequence Diagram:
A Sequence diagram is an interaction diagram
that shows how processes operate with one another and in
what order. It is a construct of a Message Sequence Chart.
A sequence diagram shows object interactions arranged in
time sequence. It depicts the objects and classes involved
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Data Flow Diagram:
A data flow diagram (DFD) is a graphical
representation of the "flow" of data through an information
system, modelling its process aspects. A DFD is often used
as a preliminary step to create an overview of the system,
which can later be elaborated. DFDs can also be used for
the visualization of data processing.

ER Diagram:
An entity-relationship diagram (ERD) is a
graphical representation of an information system that
shows the relationship between people, objects, places,
concepts or events within that system. An ERD is a data
modeling technique that can help define business processes
and can be used as the foundation for a relational database.
While useful for organizing data that can be
represented by a relational structure, an entity-relationship
diagram can't sufficiently represent semi-structured or
unstructured data, and an ERD is unlikely to be helpful on
its own in integrating data into a preexisting information
system. Three main components of an ERD are the
entities, which are objects or concepts that can have data
stored about them, the relationship between those entities,
and the cardinality, which defines that relationship in terms
of numbers.

VII.

CONCLUSION

Here It is conclude that this proposed system data
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Deduplication of file is done with authorized way and
securely perform all operations. In this system it also
proposed new duplication check method which generate
the token for the private file and check content level
deduplication. User need to submit the privilege along with
the convergent key as a proof of ownership. It solved more
critical part of the cloud data storage which is only
tolerated by different methods. Proposed methods ensure
the data duplication securely. Performance of this system
is 98 % more than existing system.
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